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(All claims shown) 
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What to claimed te: "J 3 "- 



wherein 



said Identity system/Information lfsoexi s «n„ k , 

«d in enabling e,ectron,c comma J" ° ° f *** 

y ciccironic commerce operatlon(8) • 



Hamming saw •ystem/lnfomwlon a „ _ ., .„ 

othoiwtes . nd M n °' •"Wno If 



1 
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when*, further comprising Mcond , 0 ^ a ,. ter 

and for p TOVIdlno U86r ^ "™«°n. 

as authente . " C ° mPU ' 9r beln ° 

4. A method for prote*, .oflware unauthorte(K| 

<*>im 1. whewo said opera,™ ^ , ' M c "" nw<l ln 

, operation being operator, related to making payment 

proems; MQ S of MW protected * 
*™a tto „ ,„ a „„ p^ned loeatton ^ * 

- M pwdetemilned lora j;;; 

111 ^ * * - —* «- eac, of « 

»— of saldencrypted ,den % ,„.„„„ oemg i^,,^ 

«. A method for protect ^ ^ ^ ^ ^ ^ 

da,m 5. wherein further composing the steps of. 

«oHng an en^ted Identity of a uaer ,„ p^sing apparatus : an, „ „, 
Of M pn.t.ctod programs -or,., In ^ pr0CMS(n8 ^ > ^ 

user identity wflo, being ^eisten, ^ ^ ^ ^ ^ ^ 

encrypted Kentity. pen*- uw „ ^ ^ ^ ^ 
permitting if otherwise. 
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r- a compute, ^ produo , fcr jo)(m 

•Balnst unauthorised use ; »"y awmbuted 

WW software product oomprisinn : 

'"entity ^ ^ enaMn9 e|9ctron|c w 

fe , ^ execuM ; <^ 

wherein : 

«ld Wenmy preflram ^ and M(d „ 
- -lum In sue . manner tM MW ^ 
from being copied therefrom Individually: and 

*. Implement reside, ,„ sa| d protecllon on 

a A confer M «w are product ^ ,„ ^ ^ ^ 
^operation related to ™^ parent f™ an account * said n 8htfu , 

* A computer software product a, Calmed' ,„ d . (m 7 , ^ ^ 
™„ 0 software contain, said id** ^ ^ ^ ana 
computer reader medium belr* ,„ ,0m of data sfcna, embodied In a carder 
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10. A computer software product for protecting other software against 
unauthorised use , comprising : 

authorising program for. when being executed, causing a processing 
apparatus to provide user access to said software desired to be protected • 
a computer readable medium storing said authorising program ; 
wherein : 

'"formation specific to right*, UMr <„ „, „,„ ^ ^ 

protected, oxbts In said aamorlsmg program as a part thereof • 

»,d e, M „g lrllormata ^ ^ ^ ^ ^ ^ 

^ " - ^ U «b,e hv said pnxeS5l ^ 

~- * elecOon* MmnMree ^ > * 

b e,ng _ on MW ^ ^ „ . - 

7 10 ^ «*"« — » * * being provided ^ 

causing a said operation belnB performed. 

" A computer s^ product a^ ,a,me d ,„ clalm ,„ 

ope™ on ^ operata , re , ated to , ?wng ^ ^ « 

signal embodied in a carrier wave. 

ZT" f0f PTOtertina u ™ ad um • - 

ootolning a firs, information from a user of a processing apparatus 
having an identity software/means 9 PPan " US 

causing said processing apparatus to prova. «,«, user access to saH 
software desired to be protected; " 
wherein: 
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MM* .onvw mMn . b . lnfl fer 
«P->c * „ gWu , ^ „ MW ^ ^ « ^^7- 

* — " - =P.ra ta oetn, operatton related to 

- - an. ttld flrst lnformau : ;: ng ; 

^ «*- for tonware ^ um ^ ^ 

authentic idenmy hfentu ,„ on/?ystem a 

apparatus under control of a war; '• Processing 

uang « , nfom , atlon/8y8tem 

- " * cau.no saW proceS5lng appara|u( J°* 
acce« to eald software oeslred to ,» protected- 

satd ,dl^ WCTB,y ,nfema ^ te ' n — • * «- a manner , ha , 

electronic commerce operation^) • 9 

~ 2 
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«■ — - - operas bei nfl operallon ^ , 0 
from an account of said rightful uaarfa). V 

(a) MM, by pro,^ soBware ^ g 

a, M prooea^ app^,, infarmafion fem ^ _ ^ J* 

W MM, by s»« protects .o^re. tom „,„ ^ 
obtained u ' " re8CO,>M 10 Mld *■» "*»™tlon 

PPa rat us,ba,^ (lna , tea8 , apartof8al<|8econd|n( . rma0on . 

a T' PP0CMS ' nB " — * 

a pre^ondiaon „ „„ „ aU ^ 

onsaWsacondproce,,^^^^ °e protected 

use, ofT'" ^ *"* ' nfemtt0On ^ C °~ '"«~ of a Hob*, 
^ * **** to b, Pro ,e«ed and be.no necessary for 

- « me»od * be,„ 8 ^ ^ ^ . ^ 

.7 A ^ fot proteca „ 9 80flware ^ unauthoriaM ^ m 
commercial software. purcnased 
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(b) 



(c) 
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«. A method fcr software ^ unauthoHaed ^ 

I!? ! U " d9r ^ °" ** P-W ~ng a sub-metL 
Mldsub^emod comprising me st9 ps of: 00 ' 

(a) MM, a communion ^ . pr0W8s , ng 

processing apparatus and a remote eiecbonic transact 8y ,, effl 
verting M , d ^ . ^ ^ ^ remoto ^ 

transact system. b.a,„g on authanricated ^ ^ 

person . said fcfonnatfcn ^ ^unlcted „ MW ^ 
transaction .yatem from aald processing apparatus • 
using , w „d account being „, rtfl ed a , , fo f ^ 
*»m .aid processing apparatus information ^ „ naR)wam 
or'and software there,,, ,or future reference ,„ step (d) ^ ! 
thereafter 

«0 -MM, a processing apparatus. My ^ p 

apparatus, basing on a, least a par, of said information related , 0 said 
hardware or/and software ; 

W •>** "Id second procassing apparatus being 09term|n8d „ 

as a pre-condWon for pormMng use of said software on said second 
processing apparatus, with no charge ; 

wherein said sub-memod a cos. „ befcg charged from , aM ^ . 
and thereafter, said subbed being capable o, baing used on a processing 
apparatus, say. third processing appals . without barging from J 
account said cost . 



19. A method for p rotec « ng software from unauthorised use, as Calmed by 
cla,m 18, wherein no charge for repeating said sub-method . 
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20. A method for protecting eoftware, publicly distributed through a 
communications network, for use by a user, from unauthorised use ; 
comprising a sub-method ; 

wherein said sub-method a protection software being used and "the 
presence of Identity information/system in a processing apparatus" is being 
used in the creation of said protection software as a pre-condition for said 
protection software to perform in said processing apparatus step (a) below ; 
and said Identity Information/system being specific to said user and capable of 
being used in enabling electronic commerce operation(s) for which said user 
has to be responsible ; 

said sub-method comprising the steps of : 

(a) determining by said protection software running on a processing 
apparatus, say, first processing apparatus with said precondition being met. 
first Information related to the hardware or/and software of said first 
processing apparatus, for future reference in step (c) below ; thereafter 

(b) determining from a processing apparatus, say, second processing 
apparatus, second information related to the hardware or/and software thereof; 

(c) determining If said second Information is consistent with said first 
information ; 

(d) using said two information being determined as colnslstence as a pre- 
condition for permitting use of said software desired to be protected on said 
second processing apparatus ; 

thereafter, said sub-method being capable of being used on a 
processing apparatus, say, third processing apparatus, without causing any 
user responsible operation^) being 'performed therefor and with no step 
relating to a new user payment therefor . 
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21. A method far verifying Identity of a ueer of a data processing apparatus, 
comprising the steps of : 

receiving, by said data processing apparatus, information specific to a 
user and necessary for accessing an account of said user ; 

verifying said account being valid, by an electronic transaction system, 
by use of said Information received by said data processing apparatus; 

using by said data processing apparatus, said account validity being 
verified as a precondition for providing user access to at least a part of the 
functionality of said data processing apparatus ; 

wherein said method Is being performed without charging said account 
and said at least a part of functionality being not related to said validity status 
of said account. 
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22. A software product comprising computer code for causing one or more 
processing apparatus to perform the method of claim 1, 12, u, 16, 18 , 20 or 



21; 



a computer readable medium storing said computer code. 




